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Multifactor Authentication (MFA) Guide

Multifactor Authentication (MFA)

What is MFA?

Multifactor authentication is a security system that requires more than one method of authentication from independent
categories of credentials to verify user’s identity for a login.

Multifactor Authentication only affects external users. All users must register to use this site. Registered external users will:

e Be prompted by the system to select their preferred method to receive an MFA passcode. Users will have two options for receipt:
text or soft token, such as Google Authenticator. Users will be prompted to verify their default mode of MFA passcode receipt by
confirming receipt and entering a security code.

[ )

In addition to the normal login process, enter the MFA passcode every time they log into the system. A new MFA passcode is
required whenever logging into a system.

Helpful Tips Regarding MFA:

e  MFA passcodes expire. MFA passcodes are intended for one-time use and are available for only a limited amount of time. If
expired, users will need to acquire a new passcode.

e Have a backup retrieval method. While only one method of MFA passcode receipt is required to set as the default method, it is
recommended that users select a second method (text or soft token) to ensure timely receipt in case of service disruption. You will
be able to choose which of the methods to use as your default.

[ )

Automatic logout is still in effect. Keeping with the current standard, users will be logged out of systems after 15 minutes of
inactivity.

Contact ITSIHelp@ee.doe.gov with any questions

How to setup Multifactor Authentication (MFA)

1. Upon entering the site you will be asked to login normally with email and password.

Email: | |

Password: | |

|Login|

2. The Set up Multifactor Authentication (MFA) explanation screen will appear, read and click Continue.
Set up Multifactor Authentication (MFA)

Project Managemem Center (PMC) records indicate that you have set up Email as
a method for Multifactor Authentication. You must set up Multifactor Authentication
to use Text/SMS and/or Authenticator App. Please click on the "Continue” button
below to set up MFA for PMC. You will be automatically redirected to another site
for MFA set up and upon completion will return here to complete the PMC login
process,

Please note that MFA must be set up separately for each DOE EERE system. If
you have already set up MFA for other EERE system(s), that set up will not work
with PM

[Continue| | 4

About Multifactor Authentication (MFA)
What is MFA?

MFAis a method of confirming a system user’s claimed identity. The user is granted access to the system only after successfully providing two or more pieces of evidence,
such as a password, security token, or biometric verification.

Who is affected?
« MFAwill only affect external users
« MFAis not required for internal users. Internal users should remember to use their intemal URL; otherwise MFA will be required
What new steps will be required? < o s o <
MFA only requires two additional steps for external users to achieve a successful login - retrieving and entering an additional MFA passcode on the login page

Step 1 for New Users: New Users will be directed to a registration page to register for the site. Users will be prompted to verify their default mode of MFA passcode
receipt by confirming receipt and entering a security code.

Step 1 for Registered Users: Registered users will be prompted by the system to select their preferred method to receive an MFA pin number. Users will have two options
for receipt: text, or soft token, such as Google Authenticator.

Step 2 for All Users: In addition to the normal login process, users will need to enter their MFA passcode every time they log into a system. A new MFA passcode is
required whenever logging into a system.
Tips to help you get used to MFA.
« MFA passcodes expire. MFA passcodes are intended for one-time use and are available for only a limited amount of time. If expired, users will need to acquire a new
passcode
Have a backup retrieval method. While only one method of MFA passcode receipt is required to set as the default method, it is recommended that users select a second
method (text or soft token) to ensure timely receipt in case of service disruption.
« Automatic logout is still in effect. Keeping with the current standard, users will be logged out of systems after 15 minutes of inactivity.

Multifactor Authentication Guide (PDF).
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3. After you click Continue the MFA setup URL screen will appear. The setup process will need to be completed

within the expiration time. Your email by default will be your first level of authentication, the MFA setup code will
be sent to your email to proceed with the registration process.

EERE Multifactor Authentication Service

Welcome to the Multifactor Authentication Setup

This setup URL will expire in 15:30 mins.

A code has been sent to your email Jane

Doe@EE.DOE.GOV. Please enter the code you received
below to proceed to the registration process. You may request to resend the code by clicking the
resend button.

Code:

© 2017 - EERE Authentication Service

4. The setup code will come from the EEREMFA@ee.doe.gov email address and will expire within 10 minutes.

Project Management Center code

EEREMFA®@ee.doe.gov

To @ Doe, Jlane
Retention Policy 7 Year Email Retention Pelicy (7 years) Expires 12/11/202%
Start your reply all with: | Thank you! Great, thank you so much! Gaot it, thanks! 'Z:E:Z' Feedback

Your Project Management Center code is 138139, The code will expire in 10:00 mins.

5. After you have entered the code click Continue.

Code:

(crci 0 [ 4 [ oo A

6. The Welcome to the Multifactor Authentication Setup screen will appear. Users will have a little over 15 minutes
to complete the setup process. Two methods will be available: SMS/ Text delivery method and the
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Authentication Phone App verification method.

EERE Multifactor Authentication Service

Welcome to the Multifactor Authentication Setup

You must complete the setup in 20:02 mins.

Select and configure the delivery methods you would like to use
I:I SMS Select to allow code delivery to cell a
phone by text message
I:I Phone APP Select rola{!(.:nw code verification via a
Authentication App on Cell Phone

Select Finish to Save and return to your application.

© 2017 - EERE Authentication Service

7. Choosing the SMS delivery method allows the authentication code to be delivered via text message to your cell
phone. Enter your cell phone number, click the Send button and within a minute you will receive a code via text
message. Enter the Code received and click the Validate button.

Welcome to the Multifactor Authentication Setup

You must complete the setup in 13:05 mins.
Select and configure the delivery methods you would like to use.

Select to allow code delivery to cell phone by
text message

Set as Default e

To set up your SMS code delivery, follow these steps:

1. Enter your cell phone number and click the Send button. 2. Once you receive theode, enter it and click the Validate button

Phone:  United States (+1) ~ | 1234567899 Code: / Validate v

D Phone AP p Select to allow code verification via

Authentication App on Cell Phone

Please validate all selected methods before finishing.

8. Once the code is validated your SMS delivery method will be verified
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9. The next method is the Phone App Authentication method. When choosing this method users will need to
download either the “Google Authenticator” or “Microsoft Authenticator” apps from the app store.

Phone APP Select to allow code verification via Set as Default 9
Authentication App on Cell Phone

To set up the authentication app, follow these steps:

1. Select one of the applications Google Authenticator @ Microsoft Authenticator
2. From the App Store on your phone, download the app and install it.

3. Follow the instructions in the App to create a new account.

4. When requested, scan the QR code or manually enter the key.

QR Code

Manual Key: OZYEUURYGJUUGMLSGFKW6L2RYG

5. Once completed, enter the current code here to validate setup.

Code: Validate v
Please validate all selected methods before finishing.

10. Once you have located and installed either app

Google Authenticator or Microsoft Authenticator
Q

Authenticator

'alll Microsoft Authenticator [
Google Authenticator v Microsoft Corporation
Google LLC € Everyone
E
—
[ o]

m Downloads 94742 Business Similar
MILLION

Downloads 166,874 2 Tools Similar Use Microsoft Authenticator to sign in easily and
securely.
Enable 2-step verification to protect your account READ MORE
from hijacking.
Signin No passwords More secure

314 WHAT'S NEW

* Adds experimental Security Key (FIDO U2F) support
to Chrome
* Authenticator's app preferences will be enabled f
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11. Either app will have a QR code scanner that Users will use to scan the QR code under the Phone App section on
the screen.

Phone App Select to allow code verification via Set as Default o

Authentication App on Cell Phone

To set up the authentication app, follow these steps:
1. Select one of the applications Google Authenticator @ Microsoft Authenticator

2. From the App Store on your phone, download the app and install it.

< App Store = a:22PM * 4% .

<

3. Follow the instructions in the App to create a new account

1 requested, scan the QR code or manually enter the key.

453 PM

Scan QR code

QR Code

Manual Key: OZYEUURYGJUUGMLSGFKW6L2RYG

Please validate all selected methods before fini

enter the current code here to val

5. Once completed,

Code: Validate v

(L5 Please validate all selected methods before finishing.

Or enter code manually

12. Once the QR Code is scanned from your cell phone (Google or Microsoft) Authenticator app a code will be
generated.

all ATRT = 2:39PM 84y . ul AT&

= Authentic...

= Search for accounts

PMC
PMC (JaneDoe) JaneDoe

943 854 v 010277 ®

F A 2 o0 &

Authenticator  Passwords Addresses Verified IDs

Google Authenticator Microsoft Authenticator
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13. Take this code and enter it into the Phone App’s code area and click the Validate button.

5. Once completed, enter the current code here to validate 55L|[:/
| | validate v

Code:

14. Once the code is validated the Phone App authentication method will be verified.

' App Verified

15. Once SMS, Phone App, or both are verified click the Finish button.

EERE Multifactor Authentication Service

Welcome to the Multifactor Authentication Setup

You must complete the setup in 1%:30 mins.

Select and configure the delivery methods you would like to use
SMS Select to allow code delivery to cell phone by Set as Default e
text message

Phone:  (+1) 1234567399 Redo Setup
Phone App Select to allow code verification via Default Delivery Method e
Authentication App on Cell Phone
Authentication App: | Google | % App Verified Redo Setup

Select Finish to Save and return to your application.

© 2017 - EERE Authentication Senficel
Note: It is suggested to verify both methods, that way if Users do not have access to cell phone service, then Users
can still use the Phone App method without having access to their cell phone service. The Phone App verification
does not require service.

16. Once the Finish button has been clicked the Multifactor Setup will be complete. Click the Return to the
Application button.

EERE Multifactor Authentication Service

Multifactor Setup

The multifactor setup has been completed successfully.
Return to the Application

© 2017 - EERE Authentication Service
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17. Returning to the application will now give Users the option to choose the MFA passcode verification method of
their choice (Text message or via Authenticator App) at each sign-in into the system.

~ Please select your method for receiving an MFA passcode to complete the login process:
~
\\ OText / SMS
®Authenticator App
|Continue|

Update MFA Return to Login

Note: At any time a User needs to redo/ update their MFA they can do so by simply clicking Update MFA to redo
the previous setup instructions.



