Instructions for Creating a “Recipient/Applicant Login”
Account on PMC

Step 1 - From the Submit Reporting Resources page (https://www.eere-pmc.energy.gov/ESCOWelcome.aspx) on
the PMC site, select the link “Log into the Recipient/Applicant Site”.
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All FEMP ESPC Contractors users must create an Applicant/Recipient Login account or use an existing account for this
feature.

+ Log into the Recipient/Applicant Site

+ Register a new Recipient/Applicant Login Account

Resources

+ Instructions for Setting up a Recipient/Applicant Login Account (PDE 593 KB).
+ Instructions for Uploading Reports (PDE 510 KB).

Click here for Questions and Comments

Some Documents are available as Adobe Acrobat PDFs. [ 1] Download Adobe Reader.
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Step 2 — Review and “Accept” the System Rules of Behavior.
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Recipient/Applicant Site Access

System Rules of Behavior

Read the EERE Project Management Cenber (PMC) rules of behavior and click the " Accept™ butbon below to continue oreating
the account.

Use of the EERE Project Managemant Center (PMC] by any user, authorized, of unauthorized, constitutes consent to the auciing, Intzrcegtian,
recording, reading. copying, capturing, and disclasure of System acthity. There i na right ta privacy In using the EEAE Project Management Canter
(PHIC].

NOTE: The EERE Froject Manag=mant Centar [PMC] Secwrity Rules of Behavicr (ROB] are appilcabil= to all Indlviduals with access ta the EERE Project
Management Center (FHC) and must be read and accepted before they will b= gramtec access priviieges to the EERE Project Management Center (FMC).

General Guidelines:

Do not affemgpt to view, diangs or delet= dafs unl=ss you are suthorize=d to do so.

Do not use your syste=m privileg=s to cblain information for anyone who is not authorized to do ==,

Do not allew anctiier user o logon to the EERE Project Management Center {PMC) u=ing your usermame and pas=word.

Do not attempt to perform actions or proo=sses for which you do not have authorization.

Do not disabile any s=curity fealures or alter application =s=ttings/configurations unle=ss =xplicitly authorized to do =o.

Do not viclate Federal Copyright laws. Obs=nee all softwar=s lic=n=sing agre=ments. If you have any questicns sbout copyright or
lic=nsing, contact the EERE Project Manag=ment Center {PMC) Helpde=k EEFORE wsing the material in questicn.

Security:

* Promplly report 2l ==curity incidents, no matt=r how insignificant they may appear, to the EERE Project Manage=ment Center (PHC)
Helpdezk. These s=curity incidents can incude unauthorized disdosure of information, computer virus=s‘malware, thef/loss of
equipment or dats, deliberale alterstion or destrudion of dats or equipment, phishing'spam =mails, suspicious calls, =tc.

= Protect all Personally [d=ntifiable Information {PII} from disclosure. PIIis information that can be use=d o uniguely identily an
individual (such 2= name, address, and =maill).

* Do not share or disdose information to unsuthorized individwals.

Passwords:

* Prz=words must meet the minimum pas=word compledaty of at lesst 12 characters, mix of vpper-case, lower-case, numerical, and
special characters (ab least one= of mach cabegory).

* Protect all of your autfientication credentials {ussrname= and pa==word) from disdozure.

* Do not program youwr authentication oredentizl= into automatic script routines: or programes. I & login promgt e=ks to save or
remember your ussrname and/for password, do mob selectfacce=pt thi= option.

= Immediately dhang= sny delaull prewords for your EERE Project Mansgement C=nter (PMC) user aooount. If you think that a
pe=zword has besn compromised, dhangs your pes=word and immediately notify the EERE Project Managsment Center {PMC)
Helpdesk.

L] F‘nzp.funﬁh must be chang=d =very S0 days; EERE Project Management Cenber (PMC) willl inform youw when it iz time to change your
password.

Social Media and Networking Sites

* Federal employ=es, ontractors and other govermment repres=ntatives must follow explict restrictions on the use= of =ocial medis)’
networking site=s and posting organizational information on public websites. EERE has speaific standards Tor its social media, induding
blog=. Facebook, Flickr, Twitter, Vimeo, and YouTube. Reference: hittps:/f=nergy.gov/ e=re/communicalionstandardssodal-media-
requirements-and-best-practices for the labest requirements and standards for socisl media. If you have questions sbout sodal media
or pesting organization information, contact your office’s media team contact.

If an EERE Project Managemant Canter (PMC] user viclates DOE, EERE, ancyiar EERE Froject Managem=nt Centar [PMC] palici=s regarding the rules of
the b=havicr, the Indivicdual may be subject to disciplinary action at the disoretion of DOE, EERE, ancd/ar the EERE Profact Manag=ment Canter [FMC]
Crwner. Actions may range from & warning, remaval of system access far a specHic pericd af time, or criminal prosecostian cepending cn the severity of
the vialaticn and the judgment of the appropriate: authorty.

By clicking "Acce=pt®, the user acknowlediges that hefshe has read snd will abide by the EERE Project Managemeant Centar (PMC) Sacurity Rules of
Behiawiar.




Step 3 — Complete the Recipient/Applicant Site Access form and select Create.

0 EERE Project Management Center (PMC)
Recipient/Applicant Site Access

Recipient/Applicant Site Access

Entesr account information to be weed for this account. * indicates a requined field,

* The= email address enfered will be the vs=mame for this acoount.

= An emaeil will b= sent fo the smel address provided with instructions on how to get aooess to the site.

= I you hawve previously submitted KEPA or Beporting Requirements through this web sibe, plesss s the same smail addre=s you s=d
to make those submiz=sions.

Account Information

* Email Address: |

= Confirm Email Address:

= First M. |

* Last M |

Middle Tnitiats ||

* Phone (299-099-0909);
Phone Ext: ||

Fax (290-090-0909);

FaxExt |

* Organizations

'ﬂ:n‘.-el:ﬁddnezi:l

Swites
- City: |
* Shabes Pleams Select W

Y I

= Corporate Role: C-" Busine=ss ':"Tn:hniml

- Tittes |

DUMNS: | |

TIH:l |




Step 4 — Check your email account and when the confirmation email is provided, select the Login button.

I — =l
EERE Project Management Center (PMC) Close
Recipient/Applicant Site Access

Recipient/Applicant Site Access

Your account has been created successfully and an email has been sent to the email address you supplied. Please
check your email and follow the instructions to access the site.

Step 5 — You will receive a validation email (example below) which provides the user with a temporary login password.

é ﬁ B = U.S. Department of Energy - EERE Project Management Center (PMC) - Recipient/Applicant Account - Message (Plain Text) ?T EH - O %
MESSAGE

Wed 6/14/2017 10:27 AM

eere—pmc@ee.doe.gov
U.S. Department of Energy - EERE Project Management Center (PMC) - Recipient/Applicant Account

To

Dear System User,
A new account has been created for you in Project Management Center (PMC).

A temporary password has been assigned to you below. Please use this password to login to PMC. After logging in you will be prompted to change your
password. Please use this temporary password in the Old Password text field and create a new (non-temporary) password.

Your temporary password is: TMp506i*4y+S

Do not share your password with others, It is a security violation to allow others to use your password.

If you did not request your password, please contact our system administrators by sending an email to ITSIHelp @ee.doe.gov.
Thank You,

The PMC Customer Support Team

720-356-1828

To::




Step 6 — Login using your email address and the temporary password provided in the preceding email.
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Clase

Recipient/Applicant Site Access

Recipient/Applicant Login

WARNING!

This computer is a Federal computer system and is the property of the United States Government. It is for authorized use only. Users
(authorized or unauthorized) have no explicit or implicit expactation of privacy. Any or all uses of this system and all files on this system may
be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized site, Department of Energy, and law enforcement
personnel, as well as authorized officials of other agencies, both domestic and foreign. By using this system, the user consents to such
interception, menitoring, recording, copying. auditing. inspection, and disclosure at the discretion of authorized site or Department of Energy
personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action, andhor civil and criminal penaltizs. By continuing to
use this system you indicate your awareness of and consent to these terms and conditions of use. LOG OFF IMMEDIATELY if you do not agree to
the conditions stated in this warning.

Help Desk
If you need assistance, please contact ITSIHelpfee.doe.gov

Events and Notifications

= Accounts will be deactivated after 60 days of inactivity. Users will receive an email warning notification 15 days prior to deactivation. If
your account is deactivated, you will need to request a new password to access PMC.
« After 15 minutes of inactivity, users will be automatically logged out of FMC.

Enter Email and Password

Request Password Change Password Create New Account




Step 7 — Create a new password by entering your email address and temporary password, then create a new password
(instructions provided on the page), replicate the password and select Change Password. Significant “Events and
Notifications” will also be displayed on this page for downtimes and other news. The “Password Policy” explains the
necessary guidance for creating a password in order to be valid for this system.

‘ EERE Project Management Center (PMC) Chone [
Recipient/ Applicant Site Access
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WARNING!

This computer iz 8 Federsl computer syitem and is the property of the United States Jovernmant. It is for suthorized upe only, Users
{@uthorized or unauthonzed ) hn'r n-u axplicik or implicit expectation of privacy. Any or all uses of this system and ol files on this system may
ba intercapted, monitored. phed, audited, intpected. and disclosad to suthorized site, Departmant of Ensrgy, and law snforcemant
parsonnal, as wall a3 suthorized officisls of other sgencees, both domestic snd foresge. By using this system, the user consents to such
intarcepticn, monitoring, recording. copyirg, audding, inspection, and disclosure at the dacretion of suthorized site or Department of Energy
parsonnal,

Unauthorzed or impropsr use of this system may result in sdmenistrative disciplimary sction, sndior cvil and criminal penalties. By cortinuing

te use this systern you indizcate your swareness of Bnd consent to thase terma and conditions of use. LDG OFF IMMEDIATELY # you do not
agres to the conditions stated in this waming.

Help Desk
If you need assistance, please contact [TSIHelpfies doe. gov

Events and Notifications
s Accounts will be desctivated after 60 days of inactivity. Users will receive an small warning notification 13 days prior to deactvation. IF

your #ccdunt i dedctivated. yeu will Aded b feguait & Adw padivand Lo Bccadd PMC,
» After 15 minutes of inactivity, ussrs will bs automatically logged out of PMC.

Change Password

Please change your temporary password.

Email "

|
| ]
|
|

Hew Password: I

Confirm P 'l

Login  Request Password Create New Account

Password Policy

Based upon DOE Notice and guidance in M471.3-1; all U.5. Department of Energy - EERE-PMC web sites capable of supporting

passwaord protection systems must have pssswords that are in sccord with the following.

Fassword contains at least 12 non-blank characters, provided such passwords are allowed by the cperating system or applicatson,

Pasrwerd containg 8 combination of letters, number. and at lasat cne allowed special character,

Allgvred special charactars are: ' ® S (A [ 1"+ - = F @ _

Fastword does not contain the user 1D,

Passwerd doss nob centsin sama charsctes in more than 3 consecutive plases,

Pasiword does not contain 4 consecutive keyboard keys together

Last charscter muat be 3 non-numaric.

Password doss not include the user's own or, o the best of his/her knowlsdge, close frsnds or relsbver namas, amployes senal

Aumber, Soeipl! Secunty number, birth date. phone number, or any information about him/har that the user Balives could ba readily

lsarmed or guessed.

® Pagiwerd does not, to the baat of the wser's knewledge, inchuide commeon words that wowld ba in an English dictionary, or from
angther lamguage with which the wier has familiarity.

s Pawrword dows not, to the bast of the user's knewledge, employ commonly used proper names. including the nama of sny L¥]
fictinnsl charsster or placa.




Step 8 — You will receive acknowledgement that your password has been changed (red text). Putin the email and the
new password and select the Login button at the bottom of the page.
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WARNING!

This computer is 8 Federal computer 1ystem and is the property of the United States Governmant, It is for suthorized use only. Users
{authorized or unauthorized) have ro explicit or implicit sxpectation of privacy. Ary or all uvses of this system and all Files on this system may
ba intereapted, monik d. recorded, copied. audited, inspected, and dinch d o puthersized site. Departmant of Energy. and lnw snforcamant
parsonnal. as well as suthorized officials of other agencies, both domastic and foreign, By using this system, the user consents ko such
intercaption, manitoring, reccrding, copying. auditing. inspection, and disclosure at the discraticn of autherized site or Departmant of Enargy
parsonreel.

Unauthorized or improper use of this system may result in adminitrative disciplinery sction, and\or civil and criminal penalties. By continuing
to s this system you indicate your awarensss of ard consent to these terms and conditions of uss,. LOG OFF IMMEDIATELY F you do not
agres to the conditions stated in this waming,

Help Desk
If you need assistance, please contact [TSIHelpfiee.doe.gov

Events and Motifications

s Accounts will be deactivated after &0 days of insctivity. Users will receive an amall warning notification 13 days prior to deactivation. If
yeur BEeunt B desctivated, you will need o reguait B new Dadiwend to Bicads PMC.
s After 13 ménutes of inactivity, vsers will be astomatically logged out of BMC.

Enter Email and Password

Your password has been changed successfully. Please login using your new password,

nuil',l |

e |
[[Logn |

Request Password Change Password Create Mew Account

Step 9 - Use additional resource document(s) to navigate to the correct upload location for your DOE ESPC IDIQ
deliverable documents. Resource document is “Instructions for Uploading Reports”



